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	Reason for change:
	1. In the last meeting, the DNN/S-NSSAI has been added as an input paramater of Nnef_Authentication_Authenticate service operation in the UUAA-SM procedure. Thus, it needs to update the NEF service in clause 4.4.1.1 to cover the DNN/S-NSSAI. Also, UAV location is absent.
2. As the Nnef/Naf_authentication_notification servie operation is used for revoke, re-authentication, re-authorization or authorization data update, a “notify reason” is needed as an input parameter to indicate the purpose of this notification.
3. Notification endpoint is not needed as the input of Nnef/Naf_Authentication_notification service operation, as this was provided in Nnef_Authentication_authenticate service operation so that the Nnef knows the Notification endpoint to invoke the Nnef_Authentication_notification service operation.
4. TS 23.256 specifies in clause 5.2.2.2 (UUAA-MM) at step 5 that USS sends “an indication whether the UAS service releated network resource can be released in case of UUAA failure” with final authentication message to UAS NF. Then this is forwarded to AMF at step 6. But this output parameter is absent in Nnef_Authentication_authenticate_authorize and Naf_Authentication_authenticate service operations
5. As the Nnef/Naf_Authentication service is a Subscribe/Notify service, it needs to clarify how the Nnef/Naf_Authentication Notification is subcribed and how the subcription is released. It has been agreed in the #147e-meeting that implication subscription should be used in the UUAA-MM and UUAA-SM procedure. It needs to align this in the service description (clause 4.4.1) and further clarify how the implicit subcription is released.

	
	

	Summary of change:
	1. Addition of DNN,S-NSSAI and UAV location as input of Nnef_Authentication_Authenticate service operation.
2. Addition of Notify reason as input of Nnef/Naf_Authentication_Notification servie operation.
3. Remove notification endpoint from Nnef/Naf_Authentication_Notification service operation.
4. Addition of “an indication whether the UAS service releated network resource can be released in case of UUAA failure” as optional output parameter of Nnef_Authentication_Authenticate service operation.
5. Clarify that the implicit subscription should be released implicitly by UAS NF/NEF and USS in the case of re-authentication failure and USS indicating to release network resource, or in the case of authorization revocation. 

	
	

	Consequences if not approved:
	Wrong NEF/AF implementation and incomplete specification to support UAS.
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	This CR's revision history:
	Rev 2: Clarify that the implicit subcription should be released implicitly by UAS NF/NEF and USS in the case of re-authentication failure and USS indicating to release network resource, or in the case of authorization revocation.



[bookmark: _Toc82016550]* * * * First change * * * *
[bookmark: _Toc83205944]4.4.1.1	NEF Services
[bookmark: _Toc83205945]4.4.1.1.1	General
In addition to those defined in TS 23.501 [2] clause 7.2.8 and TS 23.502 [3] clause 5.2.6, the following table illustrates additional NEF services to support UAS.
Table 4.4.2.1.1-1: NF Services provided by NEF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnef_Authentication
	AauthenticateAuthorize
	Request/Response
	AMF, SMF

	[bookmark: _Hlk68623150]
	Nnotification
	Subscribe/Notify
	AMF, SMF



* * * * Second change * * * *
4.4.1.1.2	Nnef_Authentication service
[bookmark: _Toc82016551]4.4.1.1.2.1	General
Service Description: This service enables the consumer to either authenticate and authorise, or just authorize, the Service Level Device Identity. In case of UAS, the service is used to authenticate and/or authorize the UAV identified by a CAA-Level UAV ID.
When creating an authentication session, the AMF/SMF implicitly subscribes to NEF about notification related with the authentication/authorization (e.g., re-authenticate, update authorization data or revoke the UUAA authorization). This implicit subscription is implicitly released by UAS NF/NEF when the corresponding authentication association is removed (e.g. in the case of re-authentication failure and USS indicating to release network resource, or in the case of authorization revocation).
[bookmark: _Toc82016552]4.4.1.1.2.2	Nnef_Authentication_aAuthenticateAuthorize service operation
Service operation name: Nnef_Authentication_authenticateAuthenticate_aAuthorize
Description: Provides the authentication and authorization result of the Service Level device Identity.
Input, Required: Notification endpoint, Service Level Device Identity (i.e. CAA-Level UAV ID), GPSI.
Input, Conditional Required: DNN, S-NSSAI (in case the consumer NF is SMF)
Input, Optional: Authorization Server Address (i.e. USS Address), PEI, UE IP address (in case the consumer NF is SMF), authentication/authorization container provided by UE, UAV location.
Output, Required: Success/Failure indication, Authorization Data container, Authentication Session Correlation Id
Output, Conditional Required: Indication whether the PDU sessions associated with the "DNN(s) subject to aerial services" can be released [Required for re-authentication failure].
Output, Optional: None.
[bookmark: _Toc82016553]4.4.1.1.2.3	Nnef_Authentication_nNotification service operation
Service operation name: Nnef_Authentication_nNotification
Description: Re-authenticate, update authorization data or revoke the UUAA authorization of a UAV.
NOTE: This notification corresponds to an implicit subscription by Nnef_Authentication_AuthenticateAuthorize service operation.
Input, Required: Notification endpoint, Authentication Session Correlation Id, Service Level Device Identity, 3GPP UAV ID, Notify reason (revoke, re-authentication, or authorization data update).
Input, Conditional Required: cause of revocation (in cased the notify reason is revoke), Authorization Data container (in case the Notify reason is authorization data update).
Input, Optional: None.
Output, Required: Acknowledge indication.
Output, Optional: None.
* * * * Third change * * * *
[bookmark: _Toc83205950]4.4.1.2	AF Services
[bookmark: _Toc83205951]4.4.1.2.1	General
In addition to the AF services defined in TS 23.501 [2] clause 7.2.19 and TS 23.502 [3] clause 5.2.19, the following table shows the AF services to support UAS.
Table 4.4.1.2.1-1: NF Services provided by AF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naf_Authentication
	AauthenticateAuthorize
	Request/Response
	UAS NF/NEF

	
	Nnotification
	Subscribe/Notify
	UAS NF/NEF



* * * * Fourth change * * * *
[bookmark: _Toc82016556]4.4.1.2.2	Naf_Authentication service
[bookmark: _Toc82016557]4.4.1.2.2.1	General
Service Description: This service enables the consumer to authenticate and authorize the Service Level Device Identity. In case of UAS, the service is used to authenticate and authorize the UAV identified by a CAA-Level UAV ID.
When creating an authentication session, the UAS NF/NEF implicitly subscribes to USS about notification related with the authentication/authorization (e.g., re-authenticate, update authorization data or revoke the UUAA authorization). This implicit subscription is implicitly released by USS when the corresponding authentication session is removed (e.g. in the case of re-authentication failure and USS indicating to release network resource, or in the case of authorization revocation).
[bookmark: _Toc82016558]4.4.1.2.2.2	Naf_Authentication_aAuthenticateAuthorize service operation
Service operation name: Naf_Authentication_aAuthenticateAuthorize
Description: Provides the Authentication and Authorization result of the Service Level Device Identity (i.e. CAA-Level UAV ID for UAS).
Input, Required: Notification endpoint, Service Level Device Identity, GPSI.
Input, Optional: PEI, UE IP address, authentication container provided by UE, UAV location.
Output, Required: Success/Failure indication, GPSI, Authorization Data container, Authentication Session Correlation Id.
Output, Conditional Required: Indication whether the UAS service related network resource can be released [Required for re-authentication failure]
Output, Optional: None.
[bookmark: _Toc82016559]4.4.1.2.2.3	Naf_Authentication_notification Notification service operation
Service operation name: Naf_Authentication_nNotification
Description: Re-authenticate, update authorization data or revoke the UUAA authorization of a UAV.
NOTE: This notification corresponds to an implicit subscription by Naf_Authentication_AuthenticateAuthorize service operation.
Input, Required: Notification endpoint, Authentication Session Correlation Id, Service Level Device Identity, GPSI, Notify reason (revoke, re-authentication, or authorization data update).
Input, Conditional Required: cause of revocation (in case the Notify reason is revoke), Authorization Data container (in case the Notify reason is authorization data update).
Input, Optional: PDU Session IP address, Authorization Data container, cause of revocation.
Output, Required: Acknowledge indication.
Output, Optional: None.
* * * * End of changes * * * *

